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Abstract of the contribution: Considering the NextGen core NEs  may operate on virtualization environment and maybe deployed at the edge of network, hence the risk of spoofing attack and MITM attack will be higher than legacy network, so it is proposed to support mutual authentication between the NEs of AN and CN.
1. Introduction
Under the legacy network environment authentication between the network elements is not essential, because those network elements are deployed with physical hardware, fixed location with physical security protection, and easily be isolated with physical boundary. Now considering the virtualization/NFV technologies will be widely applied in the telecom network in the coming years, hence most of the network elements will operate on cloud environment and will be dynamically created and dynamically migrated. The network boundary couldn’t easily isolate as legacy, hence the attacking surfaces will be exposed more than legacy network.
 If the communications between those virtual NEs are performed without authentication, the security risk will be significantly higher than legacy case. Spoofing attacks will be much easier and have a better chance to succeed. 
Key issues #1.9, #1.10, #1.11, #1.12 in TR33.899 describe the integrity and confidentiality protection requirements of control plane and user plane between the entities of AN-CN/CN-CN. To support the integrity and confidentiality protection, the entities should be provisioned with identity and credential and should have the capability of performing authentication between those entities firstly. 
In the chapter 5.1.3.14.1 “Key issue #1.14: Security for serving functions in a less secure location” mentioned following security concerns:
In a NextGen system, the serving functions in the core network may be virtualized. Some serving functions, such as SM, even MM, may be deployed close to AN, which may not be as secure as the core network location.

It means even the core network elements may be deployed at the edge of the NextGen network in some scenarios. It could no longer assume the communications between the NEs of core network are under trusted network.
Based on above evidences, this contribution proposes that authentication between the NEs should be provided by NextGen system. 
2. Proposal

It is proposed to make the following change to TR33.899.

***********************Start of the first change************************
5.1.3.9
Key issue #1.9:  Security features for AN-CN Control Plane

5.1.3.9.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for control plane traffic between appropriate entities in the access network and core network, respectively. 

In LTE, interfaces between AN and CN are protected for signalling transfering. This is the basic principle to follow in the NextGen network.
NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 11.

5.1.3.9.2
Security threats 

The attacker can obtain lots of information during intial attach procedure by eavesdropping when there is no confidentiality protection between these nodes.
If Integrity is not used, the attacker can modify the signalling, especially during initial attach procedure. If the attacker modifies the XRES in user authentication response, a DoS attack to the user is successful. 
If no authentication has been performed before signalling exchange between AN NEs and CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the environment of virtualization/NFV. 
5.1.3.9.3
Potential security requirements

The Control Plane between AN-CN shall support mutual authentication.
The Control Plane between AN-CN shall be confidentiality protected.

The Control Plane between AN-CN shall be integrity protected.
NOTE:
Confidentiality protection is subject to national regulations
5.1.3.10
Key issue #1.10:  Security features for AN-CN User Plane

5.1.3.10.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for user plane traffic between appropriate entities in the access network and core network, respectively. 

In LTE, the interfaces betweenAN and CN are protected for the security of user messages. This is the basic principle to be used in the NextGen network.

NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 12.

5.1.3.10.2
Security threats 

If there is no confidentiality in AN-CN, an attacker can easily obtain the user’s privacy information.
The NextGen Core network will not mandate to use user plane integrity protection between UE and CN. This leave holes for an attacker impersonating an entity to send information to the UE or to the CN which cannot verify where the message from.
If no authentication has been performed before data transfer between AN NEs and CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the environment of virtualization/NFV. 
5.1.3.10.3
Potential security requirements

The User Plane interface between AN-CN shall support mutual authentication.
The User Plane between AN-CN shall be confidentiality protected.
The User Plane between AN-CN shall be integrity protected.
NOTE:
Confidentiality protection is subject to national regulations
5.1.3.11
Key issue #1.11:  Security features for CN-CN Control Plane

5.1.3.11.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for control plane traffic between appropriate entities in the core network. 

NOTE1: 
This corresponds to network domain security in EPS, cf. TS 33.210 and TS 33.310.

NOTE2: 
This key issue is included in the security area "Architecture" so as to obtain a complete overview of the interfaces that need to be protected in this security area. Further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.11.2
Security threats 

The security context may be transferred from one CN node to another CN node. The attacker can easily obtain it when there is no confidentiality protection between these CN nodes. Without integrity protection, the security context can be modified to make the UE and the CN use different keys.
If no authentication has been performed before signalling exchange between CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the virtualization/NFV environment and the scenario when the NEs are deployed at the edge of network. 
5.1.3.11.3
Potential security requirements

CN-CN control plane shall support mutual authentication.
CN-CN control plane traffic shall be confidentiality protected.

CN-CN control plane traffic shall be integrity protected. 

NOTE: 
Confidentiality protection is subject to national regulations

5.1.3.12
Key issue #1.12:  Security features for CN-CN User Plane

5.1.3.12.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for user plane traffic between appropriate entities in the core network. 

Editor's Note: This key issue has been added for completeness so that an explicit decision can be made. There is no equivalent in EPS as network domain security in TS 33.210 is explicitly limited to control plane traffic. It is ffs whether 3GPP should specify the equivalent of network domain security for user plane traffic in 5G. If so then further details and solutions can be found in security area 10 "Network Domain Security".
5.1.3.12.2
Security threats 


If no authentication has been performed before data transfer between CN NEs, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the virtualization/NFV environment and the scenario when the NEs are deployed at the edge of network.
5.1.3.12.3
Potential security requirements
CN-CN user plane shall support mutual authentication.
***********************End of the first change*************************

